[bookmark: _GoBack]Network Security Assessment
Part 3




Prepared for:
University of Maryland University College


Prepared by:
Carlomagno Echano



III. Application/End-User Security Recommendations	Comment by Chuck Pak: You can include sections with their titles for different topics. 
One of the primary requirements of every network is the Public Key Infrastructure. The University of Maryland University College (UMUC) network should in every way possible protects its users’ data through authentication.  It needs to verify its users, make use of encryption algorithms to secure the network communication and ensure privacy of data sent from one PC to the other.  It must also have non-repudiation through provision of digital signatures to keep log of access and operations in the network. Having done an intensive assessment of UMUC network, the institution should employ a team to design a manageable, secure and flexible PKI for its network. 
Considering the institution uses windows servers, the server supports different authentication methods and multiple wireless security standards. Among the common wireless security standards the institution uses are the WEP, WPA with two authentication methods being the WPA-PSK and WPS-EAP, WPA2and WPA2-Enterpise [1]. The institution, however large uses the WPA-PSK and the WEP which rely primarily on pre-shared key, and since they are not easily scalable, the institution will face a challenge with time. Additionally, the institution faces an imminent threat from the use of pre-shared key which makes the whole network vulnerable to attacks. The solution to this is to install and configure its WPA-EAP. To deploy this configuration infrastructure, the PKI should be configured and certificates installed on all radius servers as well as certificate clients [1]. 	Comment by Chuck Pak: WEP is vulnerable and should not be used at this time. 
Easier management can also be achieved by installation of a PKI and setting of the auto-enrollment feature which provides the wireless clients with the necessary permission for WPA-EAP authentication. Using this feature, the client computers including those of the students, and visitors will be able to request and renew certificates with no user interaction. This will mean that there will be no failure in applications or errors in authentication due to expired certificates. Certification services will also need to be added on the windows servers. 
The challenge with data security in UMUC’s network is in both data in transit and at rest. UMUC chose to protect its data in transit using encryption of the data before sending it.  It also uses encryption connections such as the SSL, TLS, FTPS, HTTPS among others. UMUC further faces threats and should find a robust mechanism that will allow it to protect data across the endpoints. While encryption works best for the institution, further security measures and solutions needs to be put in place. 	Comment by Chuck Pak: Good data protection discusssion
UMUC should implement a robust network security controls and solutions such as the use of firewalls, and network access control to secure the network users while transmitting data against malware attacks and intrusions. UMUC can further improve its data protection by implementing policies that will enable user prompting, blocking, or automatic encryption for sensitive data being transmitted. Policies that will systematically categorize and classify company data to ensure that the appropriate data protection measures are applied must also be implemented.  This must be done while data is at rest and only triggered when classified as at-risk data is accessed, used, or transferred.
UMUC has different data set easily accessible by unauthorized users using the network. These data include those in stored databases, the cloud, computer hard drives and mobile devices both for users and the institution. The possible solution recommended for the institution to use in the network for data at rest encryption is to make use of public-key encryption where different keys are used for encryption and decryption. Another approach to this is to the use block ciphers such as the Triple Data Encryption Standard to encrypt data one block at a time. This will require the network users to use three keys to encrypt data [2]. 
UMUC network infrastructure is susceptible to such attacks as brute force attacks, Trojan horse, virus attacks, intrusions and distributed denial of service [3]. Unauthorized access being one of the most imminent threat to the network and data security in the network calls for hashing. One of the most secure hash functions that UMUC should implement is the SHA1 hash function which was designed by the National Security Agency (NSA). The hash function produces a hash value of 20-byte, known as a message digest which is rendered a hexadecimal number. This will therefore provide the UMUC network with a hidden route to achieve the security algorithm family. UMUC needs a long term strong security which can be provided by the SHA1 function for hashes and signatures. 
The institution’s network team can implement the SHA hash function in their network architecture design using java under the Java Cryptography Extension package which is embedded in the jdk 1.5 Sun’S SHA-1 implementation and can be accessed through a generic class of MessageDigest [4]. The primary generic class methods include:
· getInstance ("SHA1")-which returns a message digest object representing a specific SHA1 implementation algorithm. 	Comment by Chuck Pak: You listed great recommendations.
· getProvider () - an algorithm to return the provider’s name. 
· update (bytes)- updates the message input by adding a byte array at the end. 
· digest () – Performs the SHA1 algorithm on the current input message and returns the message digest as a byte array. 
· reset () – this algorithm resets the input message to an empty byte string format. 
The implementation of the hash function, SHA1 in the institution’s network will provide a proper way and different approaches to secure the network users, UMUC’s data, application and web pages from unauthorized access [5]. 

Conclusion
Improving network and data security in UMUC’s network will map the route to successful backup procedures, tests, and reviews the institution will put in place. UMUC should properly test and ensure that their backup systems are existent and recoverable when data disaster happens. The institution should conduct routine testing of full backup and recovery process (done during off peak hours to minimize downtime during peak operations) using all backup technologies in play. 
UMUC should have a disaster recovery plan mainly focused in a robust data recovery system to fix every issue relating to hard drive failures, natural disasters, ransom ware which could delete IP and PPI data hoards.  In addition, there must be hard drive sanitizing procedures in place to ensure students financial data is not compromised when discarding broken or old hard drive). By doing this, UMUC will avoid potential litigation that could happen in the event of data being compromised. The institution should therefore conduct a differential backup of its entire data set. This will be done on the cloud and using the latest and most updated hardware available. 
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